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1 Introduction

This tutorial will consider the construction of
a security-certificated communication system
based on quantum key distribution (QKD.) The
introduction will present reasons to use QKD
to keep the high-level secret for a long time.
Then, the notion of the secure key distribution
will be introduced. The main part of the talk is
devoted to security certification on a practical
QKD system. Finally, if time allows, a prospect
for a secure communication network based on
the secret key provided by QKD will be given.

Fiber communication has been thought to be
secure, because electromagnetic wave is much
more confined than in copper cables. Recently,
leaked photons from fiber bents can be de-
tected by a high-sensitive photon detector [1].
This fact implies the vulnerability of the opti-
cal fiber communication, and necessity of data
encryption. Modern cryptographic technologies
have been developed and widely applied, which
is based on the computational complexity, or
hardness to crack the encrypted data.

The modern cryptography, however, may not
be secure enough to transmit highly security-
concerning information, such as diplomatic and
military messages for governments, and genetic
information for individuals. Those data should
be protected against the highest available com-
puting power for a long time, say, 60-100 years
(that is, life-span of the message or human.)
This property is called forward secrecy (FS,)
which ensures that encrypted messages will not
be decrypted many years after being duplicated
and recorded. Key exchange protocols based on
a public-key algorithm such as RSA don’t pose
FS, so that all the encrypted messages can be
read once the secret key used in the key ex-
change protocol is known. Actually, secrecy of

the secret key is not perfect; it can be leaked
by improper implementation, or simply from a
hard-disk of a scrapped server. Even a key ex-
change protocol with F'S may be compromised.
The protocol should be updated to keep up with
the progress of decipher technology. The obso-
lete algorithms are often left usable for the sake
of compatibility. The modern public key crypt-
systems have thus weakness in practice, besides
the intrinsic issue that they rely on an unproven
computational assumptions.

Quantum key distribution (QKD) is an pro-
tocol that enables remote parties to share com-
mon random numbers (key) through a quan-
tum communication channel that may be un-
der full control of eavesdroppers. The informa-
tion theoretical security ensures that the pro-
tocol remains secure, regardless of technologi-
cal progress. No updating nor legacy-algorithm
problems will appear.

2 Security notion of QKD [2]

QKD offers the universal composerability (UC)
[3]; when QKD is used as a part of a crypt-
system, security of QKD will be unaffected,
if other parts of the system are compromised.
The UC property is desirable for secure crypt-
systems. It is shown to be identical to the indis-
tinguishable encryptions under adoptive chosen
cipher text attack (IND-CCAZ2) for public key
crypt-algorithms. IND-CCAZ2 is the strongest
notion in the modern cryptography, and only
a few algorithms are proven to be IND-CCA2.
QKD provides the strongest security in terms of
the security notion of the modern cryptography.

The UC security of QKD is described as
follows: QKD under the adversary with un-
bounded (only limited by the laws of physics)
power is indistinguishable with the ideal proto-



col where the adversary is separated and gains
no information on the key. Formally, a QKD
protocol is e-secure, if the total density opera-
tor pag, which represents the state of the legit-
imate user (Alice) and the eavesdropper (Eve)
after the protocol, satisfies
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The ideal state p'{¥ ® pp gives Eve no infor-
mation on Alice’s final state. Since no physical
process increases trace norm distance || - - - ||, the
distinguishability will never improved, which
implies UC. The inequality (1) has been proven
for QKD protocols [4], where ¢ is bounded by
the phase error rate estimated from transmis-
sion and error rate in quantum communication.
Currently, the most studied protocol is decoy
BB84, where the quantum communication en-
coded with two bases as in original BB84 pro-
tocol is performed with different light intensi-
ties (mean photon numbers.) Security of de-
coy BB84 protocol is established even for finite-
length code [5].

3 Security certification

The QKD equipment in practice, however, con-
tains some imperfections, which may prevent us
from direct application of the security proof.
We treat the imperfections with the following
procedure: (i) listing the assumptions behind
the security proof, (ii) evaluating the imper-
fections; measurement of the deviation from
the assumptions and estimation of the increase
of the sacrifice bits due to the deviation, (iii)
improving the equipment and the theoretical
model and/or security proof.

The assumptions behind the security proof
can be classified into three categories. The first
one is random choice. Key values, bases, test
bits, decoy pulse position, and hash functions
should be chosen randomly. The choice should
be unpredictable and unmeasurable for Eve.
Otherwise, she can simply guess or measure the
key. The second one is the countermeasure to
the side-channel to restrict the attacks only on
the quantum communication channel. It is nec-
essary to harness the quantum mechanical prop-
erties for limiting Kve’s information gain. We

should consider the attacks to control quantum
devices by applying signals beyond the speci-
fications. The final one is the assumptions on
the security theory, which vary for theories. For
example, Koashi [4] assumes (a) identical de-
tection efficiency for different basis, (b) known
photon number distribution from the transmit-
ter, (c) no phase correlation between pulses.

In the evaluation, we should built a realistic
model of the equipment, and relate the assump-
tions to the device characteristics to be mea-
sured quantitatively, as depicted in the figure.
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Current researches are quantifying the imper-
fections of the devices and their impacts, while
improving the system performance. The QKD-
based secure communication systems will stem
on the security certification, the stable and easy
operation, and the efficient key management.
These three items are indispensable, and cur-
rent studies develop steadily to fulfill the re-
quirements for deployment.
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