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Abstract

A one-time program is a hypothetical device by which a user may evaluate a circuit on exactly
one input of his choice, before the device self-destructs. One-time programs cannot be achieved by
software alone, as any software can be copied and re-run. However, it is known that every circuit
can be compiled into a one-time program using a very basic hypothetical hardware device called a
one-time memory. At first glance it may seem that quantum information, which cannot be copied,
might also allow for one-time programs. But it is not hard to see that this intuition is false: one-time
programs for classical or quantum circuits based solely on quantum information do not exist, even
with computational assumptions.

This observation raises the question, “what assumptions are required to achieve one-time
programs for quantum circuits?” Our main result is that any quantum circuit can be compiled
into a one-time program assuming only the same basic one-time memory devices used for classical
circuits. Moreover, these quantum one-time programs achieve statistical universal composability
(UC-security) against any malicious user. Our construction employs methods for computation on
authenticated quantum data, and we present a new quantum authentication scheme called the trap
scheme for this purpose. As a corollary, we establish UC-security of a recent protocol for delegated
quantum computation.

A one-time program (OTP) for a function f, as introduced in Ref. [8], is a cryptographic primitive
by which a user may evaluate f on only one input chosen by the user at run time. No adversary,
after evaluating the one-time program on z, should be able to learn anything about f(z') for any
a2’ # x beyond what can be inferred from f(z). One-time programs cannot be achieved by software
alone, as any classical software can be be re-run. Thus, any hope of achieving any one-time property
must necessarily rely on an additional assumptions such as secure hardware or quantum mechanics; in
particular, computational assumptions alone will not suffice.

Classically, it has been shown [8, 9] how to construct a one-time program for any function f
using a hypothetical hardware device called a one-time memory (OTM). An OTM is non-interactive
idealization of oblivious transfer: it stores two secret strings (or bits) sg, $1; a receiver can specify a
bit ¢, obtain s, and then the OTM self-destructs so that sz is lost forever. OTMs are an attractive
minimal hardware assumption; their specification is independent of any specific function f, so they
could theoretically be mass-produced.

OTPs are a special form of non-interactive secure two-party computation [9], in which two parties
evaluate a publicly known function f(z,y) as follows: the sender uses her input string x to prepare a
program p(x) for the receiver, who uses this program and his input y to compute f(z,y). A malicious
receiver should not be able to learn anything about f(x,y’) beyond what can be inferred from f(z,y).
We use the term “OTP” interchangeably with “non-interactive secure two-party computation”.

In this paper we study quantum one-time programs (QOTPs), in which the sender and receiver
evaluate a publicly known channel ® : (A, B) — C specified by a quantum circuit acting on registers A
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(the sender’s input), B (the receiver’s input), and C (the receiver’s output). The security goal is similar
in spirit to that for classical functions: for each joint state p of the input registers (A, B), a malicious
receiver should not be able to learn anything about ®(p’) beyond what can be inferred from ®(p).

Can quantum one-time programs be constructed? If so, how? If not, why not, and under what
additional assumptions can they be achieved? If they do exist, QOTPs would be useful for a variety of
secure quantum computation tasks, such as providing copy protection of software [1] and implementing
verification for quantum coin schemes [10]. (Note that QOTPs are different from the task of program
obfuscation, which is known to be impossible classically [4] but remains an open question quantumly.)

Our main contributions are as follows: (i) We present a universally composable QOTP protocol for
any quantum channel, assuming only the same single-bit one-time memories used in classical OTPs.
Our protocol employs quantum computation on authenticated data (QCAD), a technique of independent
interest in quantum cryptography. (ii) We present a new quantum authentication scheme called the
trap scheme and show that it allows for QCAD. (iii) We identify pathological classes of “unlockable”
classical functions and quantum channels that admit trivial OTPs without any hardware assumptions.
The remainder of this short abstract elaborates upon these contributions.

1 Quantum one-time programs from classical one-time memories

Unlike ordinary classical information, quantum information cannot in general be copied. This no-cloning
property prompts one to ask: does quantum information allow for one-time programs without hardware
assumptions? (When there are no hardware assumptions, we refer to this as the plain quantum model.)

For both classical functions and quantum channels, a moment’s thought reveals a negative answer
to this question: for any function f or channel ®, a quantum “program state” for f or ® can always be
re-constructed by a reversible receiver after each use to obtain the evaluation of f or ® on multiple
distinct inputs. Computational assumptions do not help.

Given that one-time programs do not exist for arbitrary quantum channels in the plain quantum
model, and that one-time programs do exist for arbitrary classical functions assuming secure OTMs,
we ask: what additional assumptions are required to achieve one-time programs for quantum channels?
Our main result answers this question.

Theorem 1 (Main result, informal) For each channel ® : (A,B) — C specified by a quantum
circuit there is a non-interactive two-party protocol for the evaluation of ®, assuming classical one-time
memory devices. The run time of this protocol is polynomial in the size of the circuit specifying ® and
the protocol achieves statistical quantum universal composability (UC-security) against a malicious
receiver.

Since all communication is one-way from sender to receiver, a malicious sender cannot learn anything
about the receiver’s portion of the input state p. The question of security against a malicious sender
who tries to convince the receiver to accept an output state other than ®(p) is left for future work.
We restrict our attention to the case of non-reactive quantum one-time programs. The more general
scenario of bounded reactive programs which can be queried a bounded number of times (including the
case of an n-use program) may be implemented using standard techniques as is done in the classical
case. Most of the components of our QOTP for ® are independent of the sender’s input register A
and so can be compiled by the sender before he receives his input. As a corollary of our main result
we obtain the UC-security of the protocol for delegated quantum computations (DQC) from Ref. [3].
Composable security for other variants of DQC was independently established in Ref. [6].



2 A new authentication scheme that admits universal computation

Our protocol employs a method for quantum computation on authenticated data (QCAD), which refers
to the application of quantum gates to authenticated quantum data without knowing the authentication
key. We propose a new authentication scheme, called the trap scheme, and show that it allows for
QCAD. Our trap scheme also seems to provide a concrete and efficient realization of the “hidden
subspaces” used for public-key quantum money scheme of Ref. [2].

Prior to our work, the only authentication scheme known to admit QCAD was the signed polynomial
scheme [5, 3]. Recently, and independently of our work, it was shown in Ref. [7] that the Clifford
authentication scheme can be used to authenticate two-party quantum computations. However, that
protocol requires two parties to process quantum information and so cannot be used for QCAD or
QOTPs.

Our QOTP protocol calls for the receiver to use QCAD to apply the gates of ® to the authenticated
input registers (A, B). In general, QCAD can only be performed if the receiver (who holds the authen-
ticated data) is allowed to exchange classical messages with the sender (who knows the authentication
key). To keep our protocol non-interactive, all the classical interaction is encapsulated by a bounded,
reactive classical one-time program (BR-OTP) prepared by the sender, the existence of which follows
straightforwardly from the work of [9] and is described in detail in the full version. This program for
the BR-OTP depends upon the authentication key chosen for the sender’s input register, but not on
the contents of that register. By selecting this key in advance, the BR-OTP can be prepared before
the sender gets his input register.

To implement QCAD, the receiver’s input must be authenticated prior to computation. This is
accomplished non-interactively by having the sender prepare a pair of registers in a special “teleport-
through-encode” state. The authentication key is determined by the (classical) result of the Bell
measurement used for teleportation. The receiver non-interactively de-authenticates the output at
the end of the computation by means of a special “teleport-through-decode” state, also prepared by
the sender. In order to successfully de-authenticate, the receiver’s messages to the BR-OTP must be
consistent with the secret authentication key held by the BR-OTP. Otherwise, the BR-OTP simply
declines to reveal the final decryption key for the receiver’s output.

3 Unlockable functions and channels

Curiously, our study has uncovered a pathological class of functions and channels that can never be
made into a one-time program. For example, the function f : (z,y) — = + y cannot have a one-time
program because a receiver can use his knowledge of y to deduce x from f(z,y). Once he has deduced =z,
the receiver is free to evaluate f(x,y’) for any ¢’ of his choosing. This function is an example of what
we call an unlockable function. Technically, it is incorrect to say that such a function can never be made
into a one-time program. Rather, such functions admit trivial one-time programs in the plain model—a
technicality arising from the standard simulation-based definition of security. This phenomenon is
somewhat akin to trivially obfuscatable functions [4].

We propose a definition of unlockability and prove that a function f admits a one-time program
in the plain quantum model if and only if it is unlockable. For quantum channels the situation is
quite interesting. We define two classes of channels called weakly and strongly unlockable. We prove
that every strongly unlockable channel admits a trivial one-time program in the plain quantum model.
Conversely, we prove that any channel admitting a one-time program in the plain quantum model must
be weakly unlockable. It is easy to see that every strongly unlockable channel is also weakly unlockable;
we conjecture that the two classes are equal. To summarize, we prove that no “useful” function or
channel admits a one-time program without any hardware assumptions.
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